
1 
 

 August 2020 

Office Safety and Security 

Workplace violence can happen in any setting. The Center for Disease Control (CDC) defines workplace violence 

as “the act or threat of violence, ranging from verbal abuse to physical assaults directed toward persons at work 

or on duty.1 

The possibility of being verbally assaulted, stalked, threatened or physically assaulted by a patient is both a 

concern and reality for physicians and healthcare providers, especially with limited resources and lack of onsite 

security in some outpatient practice settings.  Office practices are expected under OSHA’s General Duty 

Clause, Section 5(a)(1) to provide workers with a workplace free from recognized hazards that may cause death 

or serious physical harm.2  The following strategies are recommended to improve safety and security in the 

office practice setting and should be tailored to each individual practice. 

Violence Prevention Plan 
Develop a workplace violence prevention plan regardless of the size or location of your practice. 

• Be sure to include, depending on your staffing, representatives from each discipline in your practice (clinical 

staff, receptionist and management) and if you rent or sublet space within a building, include other renters. 

• Consider involving law enforcement in your planning. 

• Review the plan at least once a year with staff. 

Workplace Assessment 
Conduct a workplace assessment to identify and assess workplace hazards within and around the office 

practice. 

• Assess and plan for the various types of violence that may occur including patient to patient; patient to staff 

violence; visitor/family to staff violence; unknown person to staff violence; and staff to staff 

violence/harassment/bullying. 

• Assess the environment: 

o Ensure your waiting room design is comfortable, quiet, temperature controlled and spacious. 

o Look for furniture or other items that may be used as weapons and remove, replace or lock items in a 

secure area.  Keep in mind that office supplies such as a stapler, scissors, letter opener, or even picture 

frames from a wall, can become a weapon. 
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o Ensure there are two clearly marked unobstructed emergency exits and a safe location within the office 

should exiting not be possible. 

o Ensure adequate lighting is installed within the office, hallways and parking areas. 

o Assess parking locations and routes to the office in day and evening hours. Look for blind spots and 

obstructions such as landscaping and buildings that may reduce visibility. 

Personal Safety 

• Patient/treatment rooms should be designed to position the physician/healthcare provider and staff close 

to the door with an unobstructed exit should there be a need to escape a dangerous situation. 

• Implement a buddy system to ensure that staff do not work alone or exit the office practice alone. 

• Patients should be escorted within the practice by a staff member including from the waiting room to the 

patient/treatment room and back.  Patients should not be able to walk into the main office area without a 

staff member. 

• Review vulnerabilities regarding personal use of social media and networking such as Facebook and Linked 

in, keeping personal and professional use of social media separate. 

Environmental Security Considerations, Cameras and Alarms 

• Control/restrict access to the office by patients, visitors and contractors. 

o Use individual access card readers or locks to access staff-only spaces including offices, bathrooms, 

breakrooms and the door between the waiting room and internal office area. 

o Add signs to identify staff-only spaces. 

• Keep medical records, medications, syringes, needles and prescription pads locked in a secure area. 

• Lock and password protect all computers and do not share passwords with colleagues and coworkers. 

• Install closed-circuit video surveillance cameras at entrances and exits and post signs indicating their 

presence. 

o Contact your attorney or risk manager before installing video surveillance cameras to ensure 

compliance with federal and state privacy laws. 

o Create policies to address requests for release of video surveillance tapes. Release tapes only with a 

court order. 

• Establish a communication and response plan should an incident occur. Consider the use of a visual and 

audible personal electronic alarm system, and panic buttons at the reception desk and within the offices 

and bathrooms. Alarms can be silent at the location of the alarm and audible in another location to alert 

staff of an issue. 

Policies/Procedures 

• Create a written “code of conduct” for patients, visitors and employees. 

o At the first patient visit, communicate behavior expectations and consequences of non-compliance 

including possible termination of care. 

o Provide clear limits and address and document the specific inappropriate or disruptive behavior each 

time it occurs, including the expected behavior and the consequences that could be expected for 

continued inappropriate behavior. 

• Establish a “no weapons policy.” 

o Post signs that no weapons are allowed on the premises. 

o Have each patient sign an acknowledgement that weapons are not permitted on the premises. 
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• Contact law enforcement, which is not a violation of HIPAA, if you are concerned for your safety or that 

of your staff, especially if there are threats of violence or physical abuse. 

o Consider termination of care, a restraining order and/or no trespass order for violent or stalking 

behavior. 

o Patients that exhibit violent or destructive behavior should be immediately terminated from the 

practice and instructed to go to the emergency department if care is needed.  Mail the patient a HIPAA 

compliant authorization form to sign in order to transfer of the patient’s record to their new provider.   

Log and Track Incidents 

• Create an incident report for workplace violence incidents including verbal abuse, threatening behavior, 

aggressive behavior or stalking. 

• Document workplace violence/behavior incidents and discussion about behavior expectations in the 

patient’s medical record each time they occur.  This documentation is important for clinical care and to 

avoid claims of patient abandonment should the healthcare provider decide to terminate the patient from 

care. 

• Identify patients that have exhibited disruptive behavior or violence within the practice and create a 

computerized alert to notify staff of the potential for this behavior. 

o Use defined criteria to identify patients that will receive a computerized alert to avoid profiling/labeling 

of patients. 

o Create a behavioral care plan for patients that have been identified, review the plan and expectations 

with the patient and document this discussion. 

o At the morning huddle, identify scheduled patients that come up with an alert and review the 

behavioral plan.  All staff should be alerted of any concerns and the established plan. 

Education and Training 

• Provide clinical and non-clinical staff interactive, site-specific, education and training to: 

o Identify, recognize and manage possible workplace violence and factors that may increase risks to staff. 

o Recognize nonverbal cues of aggression, agitation and behavior escalation that may lead to an assault. 

• Provide de-escalation training and response training including verbal and non-verbal techniques to prevent 

behavior escalation. 

• Consider self-defense/personal safety training. 

• Develop an incident response policy/procedure with defined staff member roles and responsibilities should 

a situation arise including: 

o Contacting law enforcement  

o Evacuating the office practice 

o Post event debriefing and staff support 

• Conduct mock drills twice a year using scenarios to practice employee response to workplace violence 

incidents. 

Conclusion 
Office practices should expect to encounter workplace violence and disruptive behavior and should plan for 

potential incidents.  Assessing the office practice for potential safety vulnerabilities and creating and 

implementing a workplace violence prevention plan are essential steps to improve the safety and security in the 

office practice setting and to maintain compliance with OSHA’s General Duty Clause. 
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Should you have questions or concerns, contact your risk management professional or legal professional. 

Resources 
Allied World. Workplace Violence Resources, July 2019.  Risk Management Advisory.  

Occupational Health and Safety Administration [OSHA]: 

• Safety and Health Topics.  Workplace Violence. https://www.osha.gov/SLTC/workplaceviolence/ (last accessed 

1/23/2020) 

• Guidelines for Preventing Workplace Violence for Healthcare and Social Service Workers, OSHA Publication 

3148-06R 2016.  https://www.osha.gov/Publications/osha3148.pdf (last accessed 1/23/2020) 

• Preventing Workplace Violence: A Road Map for Healthcare Facilities.  

https://www.osha.gov/Publications/OSHA3827.pdf (last accessed 1/23/2020) 

CDC.  National Institute for Occupational Safety and Health.  Occupational Violence. Page last reviewed: October 3, 

2019.  https://www.cdc.gov/niosh/topics/violence/  (last accessed 1/23/2020) 

American Society of Healthcare Risk Management [ASHRM].  Healthcare Facility Workplace.  Violence Risk 

Assessment Tool.  July 2, 2018.  https://www.ashrm.org/resources/workplace_violence (last accessed 1/23/2020) 

FBI.  Active shooter planning and response in a healthcare setting.  2017.  https://www.fbi.gov/file-

repository/active_shooter_planning_and_response_in_a_healthcare_setting.pdf/view (last accessed 1/23/2020) 

End Notes 
1  CDC. National Institute for Occupational Safety and Health. Occupational Violence. October 3, 2019. 

https:/www.cdc.gov/niosh/topics/violence/default.html   

2  Occupational Health and Safety Administration [OSHA].  Guidelines for Preventing Workplace Violence for 

Healthcare and Social Service Workers, OSHA Publication 3148 06R 2016.  

https://www.osha.gov/Publications/osha3148.pdf (last accessed 1/23/2020)   
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